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This practice note outlines key steps and considerations that 

businesses should analyze before integrating and accepting 

cryptocurrency payments.

In January 2014, Overstock.com became the first major 

U.S. online retailer to accept cryptocurrency, specifically in 

the form of bitcoin (BTC). Since then, cryptocurrencies have 

gained mainstream popularity, with approximately 33% of 

Americans owning some form of cryptocurrency.

Growing consumer adoption of cryptocurrencies has 

prompted online businesses and merchants to explore 

accepting cryptocurrency as a form of payment for goods 

and services. According to a recent survey, over the next 

two years, close to 75% of retailers plan to incorporate 

cryptocurrency payments into their business model.

But integration and acceptance of cryptocurrency is not for 

everyone. Before a business or merchant decides to accept 

payment in cryptocurrency, it is important to understand the 

legal and regulatory landscape as well as the benefits and 

drawbacks involved in such an endeavor. This practice note 

will:

• Define the basic terminology of cryptocurrency

• Provide an overview of the legal and regulatory landscape 

of digital assets

• Outline potential options for the acceptance of 

cryptocurrency and the inherent risks of each

• Review steps to consider whether to engage third parties 

to accept cryptocurrency payments. 

• Identify pending legislation that may impact the 

acceptance of cryptocurrencies

For more information on cryptocurrency, see related content: 

Virtual Currency, Bitcoin, and Cryptocurrency Resource 

Kit, OCC Fintech Charter Resource Kit. Cryptocurrency 

Regulation Overview Video, FinCEN Guidance for 

Cryptocurrency Firms, and U.S. Regulation of Digital Asset 

Lending Platforms.

The Basics
Before launching into the how, let’s first take a moment 

to identify and define some basic terms, few of which 

are contained in Executive Order Ensuring Responsible 
Development of Digital Assets, Exec. Order No. 14067 

§ 9 (March 9, 2022); 87 Fed. Reg. 14143, that will be 

helpful when discussing the acceptance and transfer of 

cryptocurrency.

• Blockchain refers to a distributed digital ledger that 

catalogs the ownership and transaction history of certain 

digital assets among network participants. A blockchain 

is typically decentralized; there is no one “official” 

version. Instead, a copy of the blockchain is stored on the 

computer of each network participant. To maintain its 

integrity, the blockchain is secured through cryptography, 

a means of encoding and encrypting information. The 

https://advance.lexis.com/open/document?pdmfid=1000522&pddocfullpath=%2Fshared%2Fdocument%2Fanalytical-materials%2Furn%3AcontentItem%3A62S7-9FG1-JK4W-M28J-00000-00&pdcontentcomponentid=500749&pdteaserkey=sr0&pditab=allpods&ecomp=hfgg&earg=sr0
https://advance.lexis.com/open/document?pdmfid=1000522&pddocfullpath=%2Fshared%2Fdocument%2Fanalytical-materials%2Furn%3AcontentItem%3A62S7-9FG1-JK4W-M28J-00000-00&pdcontentcomponentid=500749&pdteaserkey=sr0&pditab=allpods&ecomp=hfgg&earg=sr0
https://advance.lexis.com/open/document?pdmfid=1000522&pddocfullpath=%2Fshared%2Fdocument%2Fanalytical-materials%2Furn%3AcontentItem%3A5V8D-G9X1-F900-G2K6-00000-00&pdcontentcomponentid=500749&pdteaserkey=sr0&pditab=allpods&ecomp=hfgg&earg=sr0
https://advance.lexis.com/open/document?pdmfid=1000522&pddocfullpath=%2Fshared%2Fdocument%2Fanalytical-materials%2Furn%3AcontentItem%3A63R9-7JP1-JTNR-M425-00000-00&pdcontentcomponentid=500749&pdteaserkey=sr0&pditab=allpods&ecomp=hfgg&earg=sr0
https://advance.lexis.com/open/document?pdmfid=1000522&pddocfullpath=%2Fshared%2Fdocument%2Fanalytical-materials%2Furn%3AcontentItem%3A63R9-7JP1-JTNR-M425-00000-00&pdcontentcomponentid=500749&pdteaserkey=sr0&pditab=allpods&ecomp=hfgg&earg=sr0
https://advance.lexis.com/open/document?pdmfid=1000522&pddocfullpath=%2Fshared%2Fdocument%2Fanalytical-materials%2Furn%3AcontentItem%3A5W6Y-PH41-JW5H-X0WB-00000-00&pdcontentcomponentid=500749&pdteaserkey=sr0&pditab=allpods&ecomp=hfgg&earg=sr0 
https://advance.lexis.com/open/document?pdmfid=1000522&pddocfullpath=%2Fshared%2Fdocument%2Fanalytical-materials%2Furn%3AcontentItem%3A5W6Y-PH41-JW5H-X0WB-00000-00&pdcontentcomponentid=500749&pdteaserkey=sr0&pditab=allpods&ecomp=hfgg&earg=sr0 
https://advance.lexis.com/open/document/?pdmfid=1000522&pddocfullpath=%2Fshared%2Fdocument%2Fanalytical-materials%2Furn%3AcontentItem%3A65HN-D941-JKB3-X1WV-00000-00&pdcontentcomponentid=500749&pdteaserkey=sr0&pditab=allpods&ecomp=hfgg&earg=sr0 
https://advance.lexis.com/open/document/?pdmfid=1000522&pddocfullpath=%2Fshared%2Fdocument%2Fanalytical-materials%2Furn%3AcontentItem%3A65HN-D941-JKB3-X1WV-00000-00&pdcontentcomponentid=500749&pdteaserkey=sr0&pditab=allpods&ecomp=hfgg&earg=sr0 
https://plus.lexis.com/open/document/collection/administrative-codes/id/650G-B6W1-JN6B-S00C-00000-00?cite=87%20FR%2014143&context=1530671


data contained on the blockchain is organized in “blocks,” 

and once data has been recorded in one of these “blocks,” 

it becomes very difficult to change. This is because each 

new block contains (1) the data stored on that block, (2) 

a hash of the data stored on that block, and (3) a hash of 

the data stored on the previous block. In other words, 

each new block brings forward the entire data history of 

the network, which further bolsters the security of the 

chain.

• Cryptocurrency (or “crypto”) is a fungible digital asset, 

which may be a medium of exchange or used as a store 

of wealth, for which generation, ownership, and transfer 

records are maintained on a blockchain. Examples of 

cryptocurrency include bitcoin (BTC) and ether (ETH).

• Cryptocurrency custodian (or “custodial service”) is a 

third-party provider of storage and security services for 

cryptocurrencies. Custodians safeguard digital assets 

by ensuring that investors’ private keys are maintained 

securely. This is achieved by either storing the assets 

online, a method called hot storage, or offline, known as 

cold storage, or through a multiple approval approach, 

known as multi-signature and smart contract wallets. 

They may also offer to insure a user’s deposits. Examples 

of custodians include Coinbase Custody, Gemini, Fidelity, 

and Bank of New York Mellon.

• Cryptocurrency debit cards function similar to normal 

debit cards, but instead of debiting fiat assets from a 

bank account, they allow users to debit crypto assets 

from a wallet. They offer flexibility to make purchases at 

merchants that do not accept digital coins outright, as 

merchants will receive payment in fiat. Companies that 

offer these cards include BitPay, Coinbase, and Gemini.

• Digital assets refer to representations of value, financial 

assets and instruments, or claims that are used to make 

payments or investments, or to transmit or exchange 

funds or the equivalent thereof, that is issued or 

represented in digital form through the use of distributed 

ledger technology. Digital assets include cryptocurrencies 

and stablecoins.

• Payment processor is a third-party service that transmits 

and validates transaction information among businesses, 

consumers, and their respective banking institutions. In a 

brick-and-mortar business, a payment processor provides 

a point of payment or point of sale (POS) interface for 

the merchant, commonly referred to as a credit card 

processing terminal that validates the authenticity of a 

physical payment card presented by a customer. Examples 

include BitPay, Circle, and Coinbase Commerce.

• Payment gateway is similar to a payment processor in 

that it is a tool that transmits transaction information 

between a business and a customer. However, a payment 

gateway is primarily used in e-commerce, online, or card-

not-present transactions. It authenticates a customer’s 

digital credentials before forwarding information about 

the transaction to the payment processor for validation.

• Private key is a unique alphanumeric string that functions 

like a password and allows one to access and manage 

cryptocurrency funds.

• Public key is a unique alphanumeric string used to create 

an address to which cryptocurrency funds may be sent 

and from which funds may be received. Unlike the private 

key, which must be kept secret, a public key may be 

shared, like an email address.

• Stablecoin is a category of cryptocurrency aimed at 

maintaining a stable value by pegging the value of the 

stablecoin to a specific currency, asset, or pool of assets 

or by algorithmically controlling supply in response to 

changes in demand in order to stabilize value. Examples 

of stablecoins include USD Coin (USDC), Paxos Standard 

(PAX), Gemini Dollar (GUSD), TrueUSD (TUSD), Binance 

USD (BUSD), and Tether (USDT).

• Wallet refers to a designated storage location for the 

private keys that allows one to access cryptocurrency 

and other digital assets. A wallet has a public key or 

address that is used to send and receive funds as well as 

a private key that allows the owner to access and/or view 

digital assets. Wallets can be hot (directly connected to 

the internet), cold (offline, not connected to the internet), 

hosted (controlled by a centralized exchange), or unhosted 

(controlled and custodied by the user only and not a third-

party intermediary).

The Regulatory Landscape
With a general understanding of the lingo, the next step is 
to understand the regulatory framework that governs the 
transmission and acceptance of digital assets in the U.S.

No matter how small a business may be, it must adhere 
to the regulations promulgated by U.S. agencies charged 
with combating money laundering and terrorist financing, 
primarily, the U.S. Treasury Department’s Financial Crimes 
Enforcement Network (FinCEN) and Office of Foreign 
Assets Control (OFAC). With the mainstream adoption 
of cryptocurrency, these federal agencies have published 
guidance as to how anti-money laundering (AML) and 
countering the financing of terrorism (CFT) laws and 
regulations may apply to businesses that accept and/or 

transmit cryptocurrency.

FinCEN: Bank Secrecy Act, Money Services 
Businesses, and Money Transmitters
The U.S. financial regulatory framework is promoted by the 

Bank Secrecy Act (BSA), 31 U.S.C. § 5311 et seq., related 



federal Anti-Money Laundering and Countering the Financing 

of Terrorism (AML/CFT) laws, and regulations promulgated 

thereunder by FinCEN (collectively, the BSA Provisions). 

Among other things, the BSA Provisions place registration, 

recordkeeping, and AML/CFT reporting obligations on 

entities that qualify as money services businesses (MSBs).

An MSB is defined as a person, wherever located, doing 

business wholly or in substantial part within the United 

States, acting in certain kinds of capacities, including a 

dealer in foreign exchange, a provider of prepaid access, 

and a “money transmitter.” 76 Fed. Reg. 43585 (July 21, 

2011); see also 31 C.F.R. § 1010.100(ff). Subject to certain 

exemptions, a money transmitter is a person engaged in the 

(1) acceptance and (2) transmission of currency, funds, or 

other value that substitutes for currency from one person or 

location to another by any means. The definition of a money 

transmitter does not differentiate between real currencies 

and cryptocurrencies. Accepting and transmitting anything of 

value that substitutes for currency makes a person a money 

transmitter under the BSA Provisions.

MSBs are required to:

• Register with FinCEN

• Maintain a list of agents

• Register with each individual state in which they provide 

service to customers

• Develop, implement, and maintain an ongoing AML 

compliance program that includes:

 o Maintenance of written policies, procedures, and 

internal controls designed to comply with the BSA 

Provisions, including verifying customer identities, 

detecting, and reporting suspicious activity, retaining 

certain records, and responding to law enforcement 

requests

 o Appointment of a designated AML compliance officer

 o Implementation of an ongoing training program for 

appropriate personnel –and–

 o Periodic independent reviews of the AML compliance 

program

See 31 C.F.R. § 1022.210; 31 C.F.R. § 1010.311; 31 C.F.R. 

§ 1010.410(e); and 31 C.F.R. § 1010.415.

MSBs that fail to properly register or comply with these AML 

obligations are subject to civil money penalties and federal 

criminal prosecution.

CVCs: The Application of FinCEN Regulations 
to Cryptocurrency
In 2013, FinCEN issued its first interpretive guidance (2013 

Guidance) aimed at clarifying the applicability of the BSA 

Provisions to those persons creating, obtaining, distributing, 

exchanging, accepting, or transmitting “virtual” currency. 

In the 2013 Guidance, FinCEN defined “virtual currency” 

as a medium of exchange that operates like a currency in 

some environments but does not have all the attributes of 

real currency, like legal tender status. See FinCEN, FIN-

2013-G001: Application of FinCEN’s Regulations to Persons 

Administering, Exchanging, or Using Virtual Currencies 

(March 18, 2013), available here.

The 2013 Guidance also introduced the term “convertible 

virtual currency” (CVC). A CVC is a type of virtual currency 

that either has an equivalent value as currency, or acts as a 

substitute for currency, and is therefore a type of “value that 

substitutes for currency.” Although labels are not dispositive, 

“digital currency,” “cryptocurrency,” “crypto asset,” and 

“digital asset,” as conventionally understood, all fall under 

the umbrella of a CVC if they have an equivalent value as 

currency or act as a substitute for currency.

With the 2013 Guidance, FinCEN established its jurisdiction 

over persons accepting and transacting in cryptocurrency. 

It also established a multitiered system to (1) identify and 

categorize those who interact with virtual currencies and 

(2) determine which categories qualify persons as money 

transmitters subject to the reporting and registration 

obligations of MSBs under the BSA Provisions. FinCEN 

outlined three categories of participants in generic virtual 

currency arrangements:

• Administrator. An administrator is a person engaged as 

a business in issuing (putting into circulation) a virtual 

currency, and who has the authority to redeem (to 

withdraw from circulation) such virtual currency.

• Exchanger. An exchanger is a person engaged as a 

business in the exchange of virtual currency for real 

currency, funds, or other virtual currency.

User. A user is a person that obtains virtual currency to 

purchase goods or services.

Under the 2013 Guidance, persons operating as 

Administrators and Exchangers constitute money 

transmitters, requiring registration as an MSB and adherence 

to the BSA Provisions’ AML reporting and recordkeeping 

obligations. In contrast, users of CVCs do not qualify as 

money transmitters and are, therefore, exempt from these 

AML requirements.

In 2014, FinCEN applied its 2013 Guidance to 

cryptocurrency payment processors, ruling that such 

payment processors constitute money transmitters subject 

to the registration and reporting requirements of the BSA 

Provisions. FinCEN explained that because a cryptocurrency 

payment processor “engages as a business in accepting 

and converting [ ] real currency into virtual currency for 

https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf


transmission,” they are “acting as an exchanger of convertible 

virtual currency, as that term was described in the [2013] 

Guidance.” See FIN-2014-R012: Request for Administrative 

Ruling on the Application of FinCEN’s Regulations to a Virtual 

Currency Payment System (Oct. 27, 2014), available here.

OFAC: Sanctions and the SDN List
OFAC administers and enforces economic and trade 

sanctions against targeted foreign countries, terrorists, 

and other individuals and entities that pose threats to 

national security, foreign policy, or the U.S. economy. As part 

of its enforcement efforts, OFAC publishes the Specially 

Designated Nationals and Blocked Persons List (SDN 

List), which contains the names of individuals and entities 

sanctioned due to their nexus with a targeted country, 

geographic region, or regime. See SDN List, available here. 

This list also includes hundreds of blacklisted cryptocurrency 

wallet addresses. SDNs’ assets are blocked, and all U.S. 

persons are generally prohibited from dealing with them. 

Moreover, a strict liability standard applies to unauthorized 

dealings with sanctioned parties; lack of knowledge is not a 

defense, and violations carry civil and criminal penalties. See 

31 C.F.R. pt. 501, App. A.

The prohibition of dealing with SDNs and their associated 

assets applies in the digital context. In October 2021, OFAC 

published “Sanctions Compliance Guidance for the Virtual 

Currency Industry,” directed specifically to all members of 

the industry, including technology companies, exchangers, 

administrators, miners, wallet providers, and users. See 

Sanctions Compliance Guidance for the Virtual Currency 
Industry (Oct. 2021), available here. 

This guidance encourages a “risk-based approach to sanctions 

compliance” and outlines the five essential components of a 

sanctions compliance program (SCP):

(1) Management commitment. Support from senior 

management (e.g., leadership, executives and/or board 

of directors) is crucial to the success of an SCP. At a 

minimum, management should review and approve the 

SCP, provide the compliance team adequate resources 

and authority to effectively mitigate risk, and ensure full 

integration of the SCP into the entity’s daily operations.

(2) Risk assessment. Compliance teams should conduct 

routine risk assessments of an entity’s (1) customers, 

supply chain, intermediaries, and counterparties; (2) 

products and services offered; and (3) geographic 

locations of the entity, its customers, its supply chain, and 

counterparties.

(3) Internal controls. An effective SCP should include 

internal controls—policies and procedures—that help to 

identify, escalate, report, and record any activity that may 

be prohibited by OFAC. 

(4) Testing and auditing. SCPs should be tested and audited 

regularly to (1) help identify weaknesses, (2) check for 

inconsistencies, (3) remedy compliance gaps, and (4) 

leverage new technologies or add improvements.

(5) Training. Adequate training programs should be 

implemented on a periodic basis (at minimum, annually) 

for all employees and stakeholders. These programs 

should (1) provide job-specific knowledge based on need, 

(2) communicate the sanctions compliance responsibilities 

for each employee, and (3) hold employees accountable 

for sanctions compliance training through assessments.

This guidance further emphasizes that the obligation to 

comply with OFAC sanctions applies equally to transactions 

involving virtual currencies and traditional fiat currencies. In 

other words, if a business transacts in cryptocurrency, it has 

an affirmative obligation to ensure that no dealings occur 

with sanctioned individuals, entities, or wallets.

Additional Considerations
Adherence to the above financial regulatory framework is 

only one consideration. Due to the ever-evolving nature of 

the digital asset market, it is also important that a business 

understands and considers the implications of the following:

• Market volatility. Unlike fiat, cryptocurrency is extremely 

volatile. Therefore, questions a business needs to ask 

itself include (1) how it will want to hold its digital assets—

whether it wants to keep a reserve of cryptocurrency or 

liquidate immediately, (2) if adding such a volatile asset to 

its balance sheet versus simply adopting crypto-enabled 

payments makes financial sense, and (3) what the overall 

risk tolerance of the business is.

• Security risks. The cryptocurrency industry has few 

guardrails in place to prevent bad actors from stealing 

digital assets.

• Tax implications. The IRS treats “virtual currencies,” 

including cryptocurrency, as “property” for federal income 

tax purposes as opposed to cash or currency. See Notice 

2014-21. Accordingly, general tax principles that apply to 

property apply to cryptocurrency. For example, businesses 

are required to track the value of cryptocurrency from 

the time it is received until the time it is sold/liquidated/

converted into fiat, which is a taxable event. This can be a 

labor-intensive process and may result in unintended tax 

gains (or losses) and character mismatches, all of which 

must be accounted. Businesses should consult their tax 

professional to understand the potential tax implications 

of accepting and transacting in cryptocurrency.

https://www.fincen.gov/sites/default/files/administrative_ruling/FIN-2014-R012.pdf
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Options for Accepting Payment 
and Associated Risks
Three primary means by which a business may accept 

payment in cryptocurrency are:

• On-chain peer-to-peer transactions with funds custodied 

in an unhosted wallet

• Via a FinCEN registered MSB custodian with funds 

custodied in a hosted wallet

• Using a FinCEN registered MSB payment processor 

that accepts crypto, converts the crypto to fiat, and then 

transfers the fiat to the business

The key differences among these options include (1) 

oversight, (2) regulatory risk, (3) cost, (4) convenience, and 

(5) security.

• Oversight. Blockchain transactions are decentralized; 

they occur directly between parties. This leaves 

businesses (and consumers) with little recourse in the 

event there is an issue with a transaction. Conversely, 

FinCEN registered MSB custodians and payment 

processors are centralized. Therefore, in the event of an 

issue with a transaction, there may be additional avenues 

for recourse.

• Regulatory risk. As discussed in Section III, a business 
may face certain regulatory risks when accepting and/
or transacting in cryptocurrency. Transacting on-chain, 
a business would shoulder all risk and responsibility for 
ensuring any compliance necessary under the BSA and 
other applicable laws. By using a FinCEN registered MSB 
custodian or payment processor to facilitate transactions, 
the burden for compliance under the BSA as well as the 
regulatory risk may shift to the third-party intermediary.

• Cost. With on-chain transactions, the only additional 
cost is the fee charged to complete the transaction—
sometimes called a “gas” fee or a “transaction” fee; this 
fee varies depending on the cryptocurrency at issue. With 
transactions effected through FinCEN registered MSB 
custodians or payment processors, the gas or transaction 
fee still applies and there is an additional administrative 
fee for the third-party intermediary.

• Convenience. As mentioned above, on-chain transactions 
are direct and decentralized; they effect almost instantly. 
Additionally, on-chain transactions allow one to accept any 
cryptocurrency and to conduct transactions with anyone, 
regardless of location; all that is needed is cryptocurrency 
and a wallet. With a FinCEN registered MSB custodian 
or payment processor, this level of flexibility may not 
be available as the entities—and not the business—will 
determine which currencies and from which jurisdictions 
transactions may be accepted. On the flip side, a FinCEN 
registered MSB custodian or payment processor can 
offer other features not available in direct on-chain 
transactions. For example, using a FinCEN registered 
MSB custodian or payment processor allows a business 
to convert crypto into fiat currency with greater ease. In 
the former, conversion (via sale) is more manageable; in 
the latter conversion can be accomplished automatically 
by the processor. Unlike on-chain transactions, which do 

not allow for reversals of transactions, certain FinCEN 

registered MSB custodians and most payment processors 

have procedures in place to allow for transaction 

reversals; this is helpful in the event a consumer wishes to 

return a purchase.

• Security. Keeping funds in an unhosted wallet poses 

certain security risks. If someone obtains the wallet’s 

private keys, all funds can be drained, with little recourse 

available to the wallet holder. Additional features such as 

multi-signature protocols, which require multiple parties 

to verify any transaction may be added to enhance the 

security, but ultimately the risk remains high. Due to the 

centralization of a FinCEN registered MSB custodian or 

payment processor, both of which require businesses to 

establish accounts, there is an additional layer of security 

built in. If a bad actor attempts to access an account 

without authorization, the authorized account holder 

will be alerted, and protocols can be put in place by the 

custodian or processor to freeze outbound transfers. 

Additionally, depending on the exchange and the type of 

account one holds, insurance may be available. A payment 

processor offers similar security features.

Determining which option best fits a business will depend on many factors, including the risk tolerance and sophistication of the 

business.

On-Chain Transactions
FinCEN Registered 

MSB Custodian 

FinCEN Registered MSB Payment 

Processor 

P
ro

s

 ¾ Direct transaction

 ¾ No third-party transaction 

fees

 ¾ AML/KYC protocols

 ¾ OFAC checks

 ¾ Additional layer of security

 ¾ AML/KYC protocols

 ¾ OFAC checks

 ¾ Additional layer of security



Third-Party Vendor Considerations
As the above chart illustrates, using a third party to accept 
cryptocurrency—whether a FinCEN registered MSB 
custodian or payment processor—can considerably reduce 
certain risks to a business—from both a regulatory and a 

practical standpoint.

Third-Party Vendor Due Diligence
Assuming a business opts to engage a third party for the 
acceptance of cryptocurrency—either a FinCEN registered 
MSB custodian or payment processor—the next step is to 
analyze the various factors of each to determine the best 
fit. While each business will weigh these factors differently 
depending on its needs, below are several key features to 

consider when evaluating using a third-party intermediary:

• FinCEN status and industry reputation

• Controls:

 o Fraud prevention 

 o Blockchain analytics

 o Financial reporting

 o Privacy policy

 o Costs

• E-commerce integration and compatibility

• Customer service/technical support

• Types of cryptocurrencies accepted

FinCEN Status and Industry Reputation
As noted above, use of a third-party intermediary—either a 

custodian or payment processor—can shift certain AML/KYC 

obligations from the business to the vendor. Accordingly, it 

is essential that any third-party intermediary be registered 

as an MSB with FinCEN. An entity’s FinCEN status may be 

verified online on FinCEN’s website.

Controls – Fraud Prevention, Blockchain Analytics, 
Financial Reporting, Privacy Policy, and Costs
Provided the vendor is properly registered as an MSB, 

the next step is to evaluate the specific features it offers, 

specifically with respect to fraud detection/prevention, 

accounting/reporting, privacy, and costs. Certain questions to 

consider include:

• What types of internal controls and operational security 
protocols are in place? Do the vendor’s cybersecurity 
and encryption protocols conform to accepted industry 
standards? Is the processor regularly audited by a third 
party? Ideally, the vendor can provide some third-party 
assurance about these issues, such as a System and 
Organization Controls (SOC1 or SOC2) report.

• What tools does the vendor use for fraud detection/
prevention? In the event of a breach or hack, how will the 
business and its assets be protected?

 ¾ Acceptance of any 

cryptocurrency

 ¾ Able to transact with 

anyone in any country

 ¾ Insurance (in some cases)

 ¾ Managed account (in some cases)

 ¾ Customer service

 ¾ BSA / OFAC liability shifts from 

business to processor

 ¾ Insurance (in some cases)

 ¾ BSA/OFAC liability shifts from 

business to processor

 ¾ Methods for handling 

customer returns/chargebacks

 ¾ Customer service

 ¾ Automatic processing into fiat 

(in some cases)

C
o

n
s

 ¾ No automatic AML/KYC 

diligence

 ¾ No automatic OFAC check

 ¾ No automatic security

 ¾ No insurance

 ¾ No third-party management

 ¾ All liability under BSA and 

OFAC on business

 ¾ No reversal of transactions; 

returns become more 

complicated

 ¾ Third-party transaction fees

 ¾ Requires additional setup

 ¾ Potential additional steps for 

customers

 ¾ Accepts a limited list of 

cryptocurrencies 

 ¾ No reversal of transactions

 ¾ Third-party transaction fees

 ¾ Requires additional setup

 ¾ Potential additional steps for 

customers

 ¾ Accepts a limited list of 

cryptocurrencies

https://www.fincen.gov/msb-state-selector


• Does the vendor use Blockchain Analytics tools such as 

Chainalysis, CipherTrace, Elliptic, Crystal, or TRM Labs 

to analyze the history of a public key and screen for 

association with illicit activity (e.g., hacks, dark markets, 

mixers, ransomware)?

• What kind of information is collected from each 

consumer? How will that information be protected? Are 

those protections sufficient to satisfy the various privacy 

laws in jurisdictions in which the business operates?

• What processes exist to assist with accounting and/or tax 

reporting?

• How extensive are the liability limitations?

• What fees will be charged to the business and/or 

consumer for each transaction?

Although this practice note focuses on U.S. considerations, 

it is important to recognize that e-commerce is global. To 

the degree a business caters to a worldwide clientele, it will 

therefore be necessary to consider the following:

• Global licensing and regulatory requirements are 

constantly evolving. How does the processor ensure it 

is, and remains, appropriately licensed and in compliance 

across all jurisdictions it serves?

• Are there limitations to the jurisdictions in which 

cryptocurrency payments will be accepted?

E-commerce Integration and Compatibility
The next issue is integration. A third-party intermediary 

should easily and seamlessly integrate with a business’ 

existing website and/or e-commerce platform. The customer 

experience should not be interrupted by the acceptance 

of cryptocurrency. To that end, a business should examine 

the compatibility of a vendor with its existing e-commerce 

platform.

Customer Service / Technical Support
A third-party intermediary should also offer ample customer/
technical support. If the business transacts globally, it should 
ensure the vendor can provide both types of support across 
all the jurisdictions, in the appropriate time zones, and in 
all languages in which the business operates. This includes 
making sure the third-party intermediary can handle 
consumer complaints related to cryptocurrency transactions. 
Due to the nature of cryptocurrency transactions, 
once a payment goes through, it cannot be reversed. 
However, businesses may wish to allow for the return of 
cryptocurrency payments pursuant to their business policies, 
and such transactions will need to be handled by the third-

party intermediary.

Types of Cryptocurrencies Accepted
Not all custodians or payment processors accept all 

cryptocurrencies. Most accept BTC and ETH, the two most 

“popular” cryptocurrencies. Some also accept stablecoins 

such as USDC and PAX. Others may even accept “alt coins” 

such as Litecoin (LTC) or Dogecoin (DOGE).

A business will need to understand its customer base, the 

types of currencies in which its consumers will transact, the 

licensing requirements for jurisdictions in which it engages 

in financial activity using cryptocurrency, the material risks 

associated with accepting cryptocurrency, and how it intends 

to handle the cryptocurrency it accepts (e.g., keep it on the 

books or immediately convert to fiat). Such considerations 

will be helpful in determining which cryptocurrencies to 

accept as payment.

Third-Party Vendor Contract Provisions
Once a particular third-party vendor has been selected, 

the next step is to enter into a vendor contract. Depending 

on the size of the business and the anticipated volume of 

transactions, certain third-party intermediaries may allow for 

the negotiation of a vendor contract that can be tailored to 

fit the needs of the business. In other instances—especially 

when the volume of transactions may be lower—the vendor 

may require the business to become signatory to their 

“boilerplate” terms of service. Regardless of which version of 

contract is used, below is a checklist of several key provisions 

that should be present:

• Regulatory compliance. The vendor should represent 

and warrant that:

 o It is a registered MSB

 o It is a licensed money transmitter in all applicable states

 o It is subject to and adheres to all applicable U.S. laws 
and regulations including:

 ▪ BSA

 ▪ OFAC Sanctions

 ▪ US Patriot Act

 ▪ Other AML or anti-terrorist financing laws

 o It will at all times maintain a comprehensive AML 
compliance program

• How settlements will be paid. The contract should 

outline whether settlements will occur in cryptocurrency 

or fiat, and, if the former, what protocols are in place to 

ensure timely payouts.

• Fees. The contract should outline what fees the vendor 

will charge and to which party (e.g., customer or business).

• Indemnification. The contract should include a provision 

in which the vendor indemnifies the business for certain 

agreed-upon losses.
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• Liability limits. The contract should include limitations on 

the liability of the business in the event of a dispute.

• Confidentiality. The contract should include a clause by 

which the vendor agrees to keep all business information 

(including customer information) confidential.

• Data security. The contract should outline the data 
security obligations of the vendor as well as all data 
privacy regimes to which the vendor adheres and should 
include representations and warranties that the vendor 
will comply with such obligations and regimes. The 
contract should also include provisions regarding how a 
customer’s personal information will be collected, stored, 
and protected as well as a notification provision for any 
data or cybersecurity events that may impact the business 

or a customer’s information.

Looking Ahead
Blockchain technology and digital assets are still in their 
nascent stage, as is the legal landscape surrounding their 
use. What may be acceptable business practice today may 
be less so tomorrow. Therefore, businesses—and those who 
counsel them—must keep abreast of all legislation, pending 
and passed, that may impact the acceptance and use of 
cryptocurrencies.

• Biden Executive Order. In March 2022, President 

Biden signed an executive order (EO) instructing a wide 

range of financial regulatory agencies to consider the 

consequences of cryptocurrencies and digital assets. 

Specifically, the EO focused on six priorities:

 o Consumer and investor protection

 o Financial stability

 o Illicit finance/AML/sanctions

 o U.S. leadership in the global financial market

 o Financial inclusion/unbanked

 o Responsible innovation

The EO gave federal agencies six months to conduct 

assessments and provide policy recommendations. If 

they have not already, agencies will begin delivering their 

reports as of October 2022.

• U.S. Treasury Department. On September 16, 2022, the 
Treasury Department published “The Future of Money 
and Payments,” its report pursuant to Section 4(b) of the 
EO. In reviewing the current U.S. system of money and 
payments, including developments in instant payments 
and stablecoins, the Treasury Department recommended 
that the U.S. government:

 o Encourage the use of instant payment systems to 
support a more competitive, efficient, and inclusive U.S. 
payment landscape –and–

 o Establish a federal framework for payments regulation 
to protect users and the financial system

• State legislation. So far during 2022, 37 states have 
passed legislation related to acceptance, transmission, 
and/or taxation of cryptocurrencies and digital assets. The 
National Conference of State Legislatures maintains an 
online database of enacted and pending state legislation

Conclusion
Before accepting cryptocurrency, a business should 

understand the technological, legal, and business implications 

involved in such an endeavor. After reviewing the issues 

and proactive measures discussed in this practice note, 

businesses—and those who counsel them—will be better 

prepared to determine whether to accept cryptocurrency 

payments and how best to integrate them.
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